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The first step in the campaign is to 

recognize your own role in today’s 

information environment – be mindful 

of your information space!

Take stock of how much media and 

information you engage with and set 

boundaries to avoid being influenced 

and overwhelmed.



My Media 
Landscape





Every minute of the day, 
people worldwide…

• Watch 167 million videos on TikTok

• Share 240,000 photos on Facebook

• Send over half a million tweets

• Stream almost 700,000 hours of 

video content on YouTube

Source: https://www.domo.com/learn/infographic/data-never-sleeps-9

… and in the process interact with a 

huge amount of false or misleading –

manipulative - information



Information & Cognitive Overload

Noushad & Khurshid, 2019

Our memory has three main parts: 
sensory, working, and long-term.

Sensory memory filters out the noise and 
passes on select information to the 
working memory for additional processing.

Working memory can process 5-9 pieces 
of information at any given time, and 
either discards or categorizes it for 
storage.

Long-term memory stores information in 
structures called "schemas," which 
organizes it based on how we use it, and 
schemas are more developed over time 
and use and become easier to recall them.

Cognitive load refers to the amount of information 
our working memory can process at any given time.

When there is too much information to process, you 
may feel cognitive overload. This happens when you 
reach a point of paralysis of information — not being 

able to process and then act on what is heard.

Cognitive Load Theory, MCW; Cognitive Overload, Mayo Clinic

https://www.researchgate.net/publication/338116821_Facilitating_student_learning_An_instructional_design_perspective_for_health_professions_educators
https://www.mcw.edu/-/media/MCW/Education/Academic-Affairs/OEI/Faculty-Quick-Guides/Cognitive-Load-Theory.pdf
https://www.mayoclinichealthsystem.org/hometown-health/speaking-of-health/cognitive-overload


Information & Cognitive Overload

Reactions to Cognitive Overload

You may respond to cognitive overload in different ways based on external factors and internal 
behaviors, including:

• Paralysis -- Being unable to deal with a topic or issue because it's more complex than you're able to 
manage.

• Anger -- If information doesn't fit with the way you think or feel, you may become angry at having 
your feelings or beliefs challenged. Repeated attempts to address a topic may lead to feelings of 
upset or anxiousness.

• Passivity -- Simply going along with others is a way of dealing with cognitive overload. Forming an 
opinion on a topic may feel overwhelming, while following someone else's lead is the easiest way to 
cope.

• Understanding -- You may process information by relying on input from trusted sources, such as your 
health care team. Increasing your knowledge of a topic can be exciting when you are confident in the 
validity of the information. Look for ways to gather details in your preferred learning style, whether 
that’s visual, auditory or written.



Information & Cognitive Overload

We all experience information 
and cognitive overload.

And we are all susceptible to 
manipulative information.



Manipulative Information

• Misinformation

• Disinformation 

• Malinformation

• Propaganda 

• Information 
operations 

• Weaponized 
information 

• Information 
disorder 

• Fake news

• Clickbait 

• Conspiracy 

theories 

• Online hate

• Manipulation of 
context and 
sentiment 



Why are we vulnerable to manipulation?

Digital devices are designed to be addictive

Humans filter information through our emotions and biases

Distribution of information is very easy, fast, and far-reaching

Manipulative information is cheap and easy and therefore very profitable 



Manipulation of Information in the Digital Age

• Traditional formal and informal education structures 
(schools, family, etc.) do not prepare young people to 
deal with easily accessible, incessant stream of 
information

• Manipulative 
information polarizes communities, erodes trust in 
democratic institutions, threatens integrity of 
elections, and can lead to conflict and radicalization



Developing Strategies for Managing 
Information & Cognitive Overload



Developing Resilience Strategies

• Media literacies (deeper knowledge, critical thinking skills, 
and healthy behaviors and attitudes around all media)

• SIFT (and other information seeking and lateral reading 
strategies)

• Critical ignoring

• Digital wellness & emotional regulation

• Digital citizenship



From Mike Caulfield - https://hapgood.us/2019/06/19/sift-the-four-moves/



The news affects 
my mood. 

1 - Agree

2 - Partly Agree

3 - Partly Disagree

4 - Disagree



Developing strategies for your physical

and mental wellbeing...

Name It to Tame It
Emotional Regulation



Tip #2: Check Your Emotions

• Use of highly emotional narratives, 
language, or graphic images often signals 
an attempt to manipulate

• Enrage to engage – getting us angry -
drives up our clicks, shares and comments 
on social media.

• Strong emotions are a key factor in making 
online content viral. 

• Let’s practice a technique to help us check 
our emotions when engaging with media!



→ Pause: Turn your head away from a screen after viewing an image 
or article that provokes you. Take a deep inhale, and a deep 
exhale. 

→ Ask: How am I feeling?

→ Say: Name & accept your emotion – regain control of your logical 
brain!

Regain Control: Name it to Tame 

It

Three Steps to



Wheel of Emotion

What emotions 
do you feel when 
looking at the 
following photos? 









The Role of AI and Disinformation

• AI as “force multiplier” – AI assists in the production and 
spread of manipulative information

• TFGBV – deepfakes and other content target women and 
marginalized groups

• AI generated content can easily be used by malign actors and 
can erode trust in traditional media

• Mitigation factors – tools to identify deepfakes and machine 
learning tools to track the spread of disinfo are emerging






